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Biotechnological developments 

take place at a rapid pace and bring 

about beneficial progress including, 

among other things, the preventi-

on and treatment of diseases. 

But alongside the biotechnologi-

cal gains the potential for misuse 

is also increasing. The knowledge 

and technology needed to develop 

a biological weapon have spread 

in recent years, including through 

the internet, and from established 

research and development environ-

ments beyond the scientific and 

professional circles.

The Centre for Biosecurity and Bio-

preparedness (CBB) is located at 

Sta tens Serum Institut under the 

Ministry of Health and Prevention. 

The centre aims to provide security 

by preventing, and responding to 

biological attacks and releases, and 

the centre’s vision is to ensure that 

life sciences only serve to benefit 

technological development and are 

not deliberately used to the detri-

ment of anyone.

A key element in the CBB’s work is 

preventing incidents involving dan-

gerous biological material from ever 

occurring, either as acts of terrorism 

or as accidental releases. Biosecu-

rity, i.e. effective security measures 

and a well-established biosecurity 

culture are essential in this context.

In 2012, the CBB focused on raising 

awareness of scientific knowledge 

that could be used to develop 

biological weapons. This was im-

plemented through teaching and 

lecturing sessions at universities, 

where students were informed 

that they must be aware that their 

knowledge and skills may be mis-

used. In other words — knowledge 

incurs responsibility.

This was also one of the messages 

of the workshop Biothreat Preven-

tion in Practice that the CBB held 

under the auspices of the Danish 

EU Presidency. The workshop was 

a success with enthusiastic partici-

pants from the EU countries, the 

European Commission, Europol and 

the United Nations, who discussed 

how biosecurity can be implemen-

ted most effectively.

After the first years of biosecurity 

implementation in Denmark, in 

2012, the CBB increased visits of 

inspectors to companies to offer 

guidance and verify that the ap-

propriate and necessary security 

measures are introduced.

Maintaining effective 24 hour pre-

paredness in Field Investigation and 

Laboratory Teams is a core task of 

the centre. In 2012, there were a 

number of cases where the police 

and other authorities contacted the 

CBB regarding the suspected pres-

ence of hazardous biological mate-

rial. On the basis of scientific analy-

sis and sampling, the CBB could dis-

prove the existence of hazardous 

material, after which the involved 

institutions, companies, and individ-

uals could be informed that there 

1. Summary



5

had been no danger, and the daily 

work could be resumed.

The international work has taken up 

much of 2012. Especially in coop-

eration with the Ministry of Foreign 

Affairs of Denmark, the CBB has 

been involved in a number of initi-

atives designed to help ensure that 

Denmark contributes to the interna-

tional non-proliferation of weapons 

of mass destruction. In this context, 

Denmark has made the CBB’s op-

erational teams available to the UN 

Secretary General’s mechanism for 

investigating the possible use of bi-

ological weapons.

In addition, mainly in coopera-

tion with the U.S., a lot of work 

has gone into working out how the 

Danish experience with biosecuri-

ty can be passed on to developing 

countries, thereby strengthening in-

ternational security and health.

In 2012, Denmark managed to have 

a Danish proposal agreed, which 

was prepared by the CBB, on con-

trolling spray drying equipment in 

the Australia Group. On the basis of 

tests and trials by the CBB, which 

showed that spray dryers have a 

significant potential for misuse, the 

CBB made contact with the Minis-

try of Foreign Affairs of Denmark 

and the Danish Business Authority 

regarding the possibility of put-

ting spray dryers under control. The 

Danish initiative means that, in the 

future, spray dryers will be on bios-

ecurity and export control lists, and 

the proposal is a concrete example 

of a Danish contribution to prevent-

ing the spread of technology that 

can be used in weapons of mass 

destruction.

CBB’s
main tasks

Biological threat analysis

BiosecurityCountermeasures

Early warning

Field investigationsLaboratory analysis

Expert advice
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num toxins are examples of toxins 

which are relevant in the context of 

offensive use.

Within the last ten years, there 

have been international efforts to 

acquire, develop and use biologi-

cal weapons. The most frequent are 

simple toxins that can be produced 

by individuals in relatively primitive 

conditions, and in recent years, in-

ternationally, there has been par-

ticular interest in the acquisition of 

ricin. Thus, in several cases there 

have been arrests and convictions 

of individuals and groups who, in 

some cases, have belonged to po-

litically extreme movements, which 

have attempted to use ricin as a 

weapon.

Toxins can be produced by a sin-

gle person with a technical back-

ground and practical skills equiva-

lent to a Danish laboratory techni-

cian in quantities equal to at least 

1 million lethal doses per year of 

production. The equipment need-

ed to produce such weaponized 

agents can be acquired without ac-

cess to special components and for 

a price of less than EUR 2,700 in a 

facility of less than 30 m2 with ac-

cess to electricity and running wa-

ter. The distribution of a weapon-

ized agent in a quantity equal to 1 

million lethal doses can be made 

with a distribution efficiency of be-

tween 1 and 10% with common, un-

controlled equipment and the mor-

tality rate in enclosed spaces, such 

as sports arenas, subways, concert 

halls, etc. or through fresh produce, 

would exceed 1,000 people.

Weapons of mass de-
struction

A biological weapon with a poten-

tial effect of more than 100,000 

deaths can be produced within a 

year with resources, in addition to 

the above-mentioned, requiring ac-

cess to a specific biological seed 

stock, microbiological expertise 

equivalent to PhD level and con-

sumables corresponding to approxi-

mately EUR 4,000.

2. Biological weapons

Since the year 1900, biological 

weapons have been used in more 

than 80 attacks, with more than 

one hundred thousand deaths 

as a result. The aggressors have 

ranged from states to terrorist 

organisations and religious groups 

to individuals. The microorganisms 

or toxins used have involved both 

epidemic and non-epidemic sub-

stances with very high and very low 

mortality levels.

Within the last ten years, there 

have been no direct injuries in 

Denmark as a result of biological at-

tacks, as domestic events have only 

had indirect negative effects such 

as disturbances of public order, 

economic consequences as a result 

of the closure of businesses and 

the incidents have involved harm-

less bacteria or totally harmless 

substances.

Toxins

Toxins are poisonous substances of 

biological origin. Ricin and botuli-



7

Alternatively, a similar wea pon 

could be manufactured and be 

ready for use within 3 weeks, pro-

vided the resources and expertise 

equivalent to a major biotechnolo-

gy/pharmaceutical company were 

converted to the task.

High-tech weapons

The manufacture of advanced 

biological weapons with epidemic 

potential, or which produce ef-

fects that do not occur naturally, or 

modes of action, including selec-

tivity and resistance, designed as 

required, has, until recently, only 

been possible by states or very 

large biotechnology companies. 

Developments in synthetic biology 

and amateur biology spread general 

technological skills and knowledge 

beyond the professional environ-

ments associated with universities 

and biotech industries. It is the 

assessment that this development 

will bring sophisticated biologi-

cal weapons within the reach of 

a wider audience, down to the 

individual level.

Knowledge

The necessary technical instructions 

for using production equipment and 

the production of biological wea-

pons and weaponization processes 

can be compiled from publicly avail-

able articles, textbooks, laboratory 

manuals, etc. which are available 

through university libraries or tech-

nical databases on the internet. If 

necessary, specialised practical skills 

may be acquired via widely available 

courses in universities or through 

internships at various public or pri-

vate companies.

The characteristics of biological 

weapons are such that the range 

and complexity of weapon types 

are significant, from simple toxins, 

such as ricin, to decidedly high-tech 

weapons or weapons of mass de-

struction. Due to dual-use issues, 

where certain types of legitimate 

material and knowledge can also 

be used offensively, it is difficult to 

detect the accumulation of capa-

city intended to develop a biologi-

cal weapon. In this context, expert 

skills are critical to assessing the 

potential for misuse.

Biosecurity measures will be ef-

fective in preventing the develop-

ment of advanced weapons, where-

as simple, improvised biological 

weapons, based on ricin for exam-

ple, may be extremely difficult to 

prevent.
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24-hour preparedness

The primary preparedness task is 

to ensure that the CBB’s biologi-

cal preparedness system is always 

operational and is able to respond 

effectively to enquiries from police 

regarding possible hazardous bio-

logical material. The preparedness 

system conducts regular exercises 

and training, both internally and 

with other organisations (police, fire 

and rescue services, defence, etc.). 

In addition, CBB’s preparedness or-

ganisation develops and maintains 

preparedness doctrines for actions 

under different circumstances and 

maintains preparedness equipment.

The CBB’s laboratory is an integral 

part of the preparedness system. In 

an operational context, the labora-

tory is responsible for analysing 

samples collected by investiga-

tion teams and examine whether 

dangerous biological substances are 

present.

A Senior Medical Doctor can be im-

mediately contacted by the police, 

other authorities or citizens 24/7 if 

there is a suspicion of a biological 

attack or accidental release. There-

after, the centre assesses what has 

happened and decides how the po-

tential risk must be addressed.

Incidents in 2012

In 2012, there were a number of 

cases where the police and other 

authorities contacted the CBB re-

garding the suspected presence of 

hazardous biological material. Some 

of the enquiries could be immedi-

ately dismissed based on a scientific 

threat analysis, whereas, in other 

cases, it was necessary to mobilise 

the centre’s investigation team to 

further investigate the material. The 

CBB found no evidence of danger-

ous biological substances in any 

of the events. During the events, 

the CBB’s efforts, in addition to the 

identification of possible hazardous 

biological material and counter-

measures, must reassure those 

affected, with the aim of allowing 

affected parts of society to return 

to normal as soon as possible, thus 

restoring order.

Preparedness exercises

A series of exercises were organised 

in 2012. The CBB participated in four 

major CBRNE exercises in Denmark, 

and a CBRN exercise in Berlin with 

German biopreparedness colleagues 

from the Robert Koch Institute. In 

addition, the preparedness system 

held events in the context of the 

CBB’s international workshop and 

for an INTERPOL conference.

In 2012, new procedures were 

drawn up for Danish and interna-

tional efforts, new biological pre-

paredness specialists were trained, 

and internal exercises were held at 

least once a month.

Development of pre-
paredness measures

Biological preparedness is based on 

tests, trials and the development 

of new procedures, methods and 

3. Biopreparedness



9

concepts that can support opera-

tional preparedness. This is because 

the biological threat is unstable 

and constantly changing, not least 

because of rapid developments in 

biotechnology.

Projects on dispersal methods, 

weaponization and security are car-

ried out in the centre’s laboratory. 

These are on-going activities that 

are essential for the maintenance 

of operational preparedness skills in 

laboratory diagnostics, analysis and 

countermeasures. In 2012, the CBB 

continued to adapt the procedures 

of the field investigation teams, 

including changes in the concept of 

decontamination. The decontamina-

tion of response personnel is one 

of many important tasks that must 

be performed at the location of a 

biological incident. As soon as the 

CBB’s investigation team leaves the 

hazard area, all possibly hazardous 

material on protective equipment 

shall be rendered harmless.

In the event of major incidents, 

this decontamination is carried out 

by the Danish Emergency Manage-

ment Agency (DEMA), which makes 

equipment and manpower available. 

The CBB has developed a spe-

cial solution for decontaminating 

personnel and equipment. The 

new solution is easily assembled, 

easy to transport and is flexible for 

events where it may not be opti-

mal to use the decontamination 

containers of DEMA. In 2012, there 

was continued emphasis on the 

further development of the flexible 

decontamination method. The CBB 

has continued to work on assessing 

available commercial resources. This 

has been necessary because some 

resources do not meet the manu-

facturer’s own descriptions of how 

effective they are at eliminating 

microorganisms. Until now, the CBB 

has had to manufacture its own de-

contamination fluids, but has now 

found a commercial, ready-mixed 

product that satisfies the centre’s 

decontamination requirements.
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Mobile and rapid bio-
diagnostics

It is essential that the methods 

used in the CBB’s laboratory prepar-

edness organisation are rapid and 

reliable. Time is a crucial factor for 

the effectiveness of the counter-

measures initiated after an attack 

or a release. At present, the labora-

tory preparedness system does not 

use mobile diagnostics, but this 

was an area of focus in 2012, and 

significant work has been put into 

the investigation of the possibili-

ties of using mobile diagnostics for 

rapid identification of biological 

events. The work is well under way 

and will continue in 2013.

In order to rapidly identify or reject 

a biological attack, the biologi-

cal response team faces a special 

problem in its early efforts, namely 

detection of biological agents prior 

to cultivation.

Diagnostic methods are being con-

tinuously and rapidly developed. 

The advantage of mobile/rapid diag-

nostics is that it can be employed 

in the field or in the laboratory with 

rapid results. If the test is posi-

tive, immediate countermeasures 

can be implemented, while a more 

thorough laboratory analysis is be-

ing carried out for verification. Thus, 

the rapid methods are never stand-

alone measures, but an early step in 

a thorough laboratory analysis. Ra-

pid diagnosis is based on immuno-

assays, PCR or spectrometry.

CBB further defines hazard and ex-

posure areas during a biological in-

cident by sampling and analysing 

environmental samples for use in 

the dispersion analysis. Mobile di-

agnostics will also offer an obvious 

advantage here. 
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BIOSIT - The biological situational awareness 

Biological risks are complex and dynamic. New technologies bring new po-

tentials for misuse and the associated need for new countermeasures. In 

order to be constantly at the forefront of this development, CBB conducts 

an annual, internal and classified analysis of the biological risks and threats 

called BIOSIT. BIOSIT is closely associated with the centre’s strategy and ac-

tion plans and forms the basis for the biosecurity and biopreparedness pri-

orities. The elements of BIOSIT are, among others:

Threat characterisation

Analysis and testing in relation to weaponization: The aim is to examine 

what types of substances, materials and technology have offensive poten-

tial. Special emphasis is given to synthetic biology and so-called amateur 

biology or DIY biology.

Prevention

Reviewing and updating relevant biosecurity measures: This includes moni-

toring of international initiatives in relation to legislation, control lists, phys-

ical securing of agents, material, etc.

Countermeasures

The aim is to monitor appropriate doctrines and procedures for field and 

laboratory work for further development of CBB’s preparedness. Key ele-

ments include new diagnostic possibilities, dispersion methodology, decon-

tamination principles and medical countermeasures. 
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Technology surveil-
lance and threat 
charac terisation

In order to prevent and counter 

biological threats, it is essential 

that CBB remains updated in terms 

of the actual misuse potential. To 

this end, the centre performs threat 

characterisation through tests 

and trials. Moreover, the centre 

systematically carries out techno-

logy surveillance of agents, related 

materials, delivery systems and 

know-how. Threat characterisa-

tion and technology surveillance 

form the basis for CBB to provide 

an evidence-based response to 

new biological threats and ensure 

that biosecurity measures are ba-

lanced in relation to the risk. Thus, 

threat characterisation is a tool 

for prioritising the response to the 

substances and material most likely 

to be acquired and used in weapon 

form. 

In addition, CBB uses this syste-

matised knowledge as a basis for 

teaching biosecurity awareness.

BioAlarm

Responding to a possible biologi-

cal attack requires effective early 

warning systems to ensure the ear-

liest possible containment and pre-

vention of disease. Effective surveil-

lance systems are also useful be-

cause it is not always possible to 

immediately distinguish the exist-

ence of a biological attack from 

a naturally occurring disease out-

break. CBB has developed the sur-

veillance system, BioAlarm, which 

provides an early warning of possi-

ble outbreaks of disease caused by 

biological attacks through real-time 

monitoring of calls to emergency 

numbers. 

The system is nationwide, and in 

2012 CBB further developed the 

system’s user interface and its cal-

culation algorithms to optimise the 

analysis of ambulance data. 

Dispersal analysis 

A crucial component of CBB’s expert 

support at an incident is performing 

a dispersal analysis, which shows 

how an attack with, or accidental 

release of, hazardous biological 

material will proceed and how best 

to counter it. These analyses influ-

ence the recommendations CBB 

provides to support other authori-

ties, such as the Police and health 

authorities, in e.g., how barriers 

and other countermeasures shall be 

established. 

Wind and other weather condi-

tions are crucial when it comes to 

analysing how dangerous biological 

material is spread through the air 

after an accidental release or a bio-

terrorism incident. There has been 

a significant improvement in the 

weather data that CBB incorporates 

into its calculation models. CBB pre-

viously used weather data from U.S. 

weather models, but in 2011 CBB 

entered into an agreement with the 

Danish Meteorological Institute to 

use Danish weather data. In 2012, 

4. Surveillance and modelling 
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CBB optimised the compression and 

transfer of data, so that the disper-

sal analysis can be conducted even 

faster. The new data set is available 

every six hours and includes both 

short and long-term projections. The 

new weather data means a higher 

degree of precision in the definition 

of hazard and exposure areas. 

Intervention model

In 2012, work was carried out on 

developing a biological intervention 

model, which is a tool for forecast-

ing the possible consequences of a 

biological attack over a longer pe-

riod, providing information that a 

dispersal analysis cannot give. The 

intervention model is based on a 

wide range of data on dispersal pat-

terns and the characteristics of the 

biological weapon, population data 

provided from Statistics Denmark 

and existing treatment options. 

At present, the intervention model 

can only handle non-epidemic 

agents, but in the longer term, the 

intention is to expand the program-

me to include an epidemic mo  du le 

for predicting the impact of infec-

tious diseases. Once implemented, 

the intervention model will be a 

valuable support tool for decision-

making and expert support before, 

during and after a biological attack.

Diagram: A cross-section of Copenhagen in 3D showing the location of weather measuring points horizontally and vertically 
for dispersion analyses.
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CBB is the Danish agency for bio-

security. The centre’s biosecurity 

work has its legal basis in the Act 

and executive order on the secur-

ing of certain biological substances 

and related material from 2008 and 

2009 respectively. 

In the initial years, the emphasis 

was on the implementation of 

biosecurity in Denmark in the form 

of agency structure, determination 

of security requirements, inform-

ing and educating the companies 

concerned, and the licensing and 

training of biosecurity officers. In 

2012, CBB was able to apply greater 

emphasis to supervisory inspec-

tions, in-service training of bio-

security officers etc., and broader 

prevention efforts.

One of the cornerstones of the cen-

tre’s administration of the biosecu-

rity Act is that locks, controls and 

physical barriers cannot alone pre-

vent knowledge, biological agents 

and other components used in the 

production of biological weapons 

from falling into the wrong hands. 

It is the people who have daily ac-

cess to the controlled material and 

knowledge thereof, who are critical-

ly important in the context of bio-

security. Therefore, CBB prioritises 

prevention efforts and focuses on 

the company’s biosecurity culture.

By maintaining a good biosecuri-

ty culture and compliance with the 

rules in this area, the individual 

companies help to counter prolifer-

ation of materials that can be used 

to produce biological weapons. At 

the same time, the company safe-

guards itself from being misused as 

an involuntary supplier of biological 

weapon components.

In 2012, CBB increased its inspec-

tion and company visits. The pur-

pose of the inspections is to ensure 

that companies comply with the bi-

osecurity rules. CBB also offers on-

site visits in order to offer guidance 

and training on general biosecurity. 

This can be a good support for the 

company’s biosecurity officers. 

Technology control

In addition to biological material, 

production equipment and related 

material included on the Control list 

administered by CBB, knowledge 

that can be misused to develop 

biological weapons is also under 

control. In relation to biosecurity, 

this knowledge is called technology.

The development of critical techno-

logy that can be immediately used 

in the manufacture or use of bio-

logical weapons requires a specific 

licence from the CBB. One neces-

sary criterion for obtaining such a 

licence is that the purpose is legiti-

mate, which in this context means 

that it is part of the development 

or testing of countermeasures or 

other beneficial purposes. Such ap-

plications for licences are individual 

and are agreed with the CBB in the 

specific cases. Other techno logy, 

including technology that has a 

legitimate purpose, but which could 

be open to misuse for biological 

weapon development (dual-use), 

5. Biosecurity agency
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does not require prior licence. Com-

panies developing such technology 

must obtain guidance from CBB to 

limit the potential for misuse. There 

is no control on technology which 

is already in the public domain, or 

which constitutes basic scientific 

research or which is necessary for 

patent applications.

Controlled technology falls into three categories

1. Can be used in biological weapons production without further modifica-

tions - requirement for a licence from the CBB prior to project start

2. Serious potential for misuse in relation to offensive use - requirement for 

guidance from the CBB prior to project start

3. Less grave and more general dual-use potential - awareness and a re-

sponsible biosecurity culture in the company

Examples of technological areas which companies shall pay particular atten-

tion to:

•	 Changing pathogens so they cannot be detected, or existing vaccines or 

treatments do not work

•	 Changing the host range of pathogens

•	 Increasing the pathogenic properties of microorganisms

•	 Increasing the infectiousness of pathogens

•	 Development of new biological agents with serious, or increased, ability 

to cause harm 

•	 Development of dispersion techniques for biological substances, particu-

larly via aerosols, but also via food or drinking water. 
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Responsible Life Sci-
ences in higher educa-
tion

 

Biotechnology is developing at a 

rapid pace and has many positive 

consequences, but the opportuni-

ties to produce and use biological 

weapons are also increasing. An im-

portant focus area for the CBB is 

to raise awareness of the poten-

tial to misuse new technology. In 

2012, the CBB focused on raising 

awareness of technology controls 

in bio security legislation, which 

was achieved through information 

on the website, as well as teaching 

and lecturing at universities. In to-

tal, the CBB has held eleven exter-

nal training seminars at higher insti-

tutions, as well as two at disaster 

and risk manager courses.

 

European workshop - 
“Biothreat Prevention 
in Practice”

In the spring, the CBB hosted the 

European workshop: Biothreat Pre-

vention in Practice, which focused 

on the current and future biosecu-

rity challenges. The workshop was 

held in conjunction with the Danish 

EU Presidency and took place on 11 

and 12 June. The workshop was at-

tended by 60 people from 16 coun-

tries, and there were presentations 

from a number of EU countries, the 

European Commission, Europol and 

the United Nations. The discussions 

dealt with national and Europe-

an biosecurity legislation, controls, 

ethics and knowledge transfer.

The workshop showed that the 

need to gather for this type of in-

ternational event is significant. 

Among the main conclusions of 

the workshop was that there are a 

number of approaches to national 

biosecurity, but there was consen-

sus that some form of legislation is 

required to comply with UNSC Reso-

lution 1540 and the Biological and 

Toxin Weapons Convention (BTWC), 

both of which require states to in-

troduce measures to prevent the 

development and use of biological 

weapons.

Another common theme was that 

legislation and regulation cannot be 

stand-alone measures.

Awareness raising, e.g. teaching 

in life sciences, is essential to pre-

vent the misuse of skills and mate-

rial for the development of biologi-

cal weapons.

Finally, one main conclusion was 

that control lists are necessary, but 

that they must be dynamic, so that 

there is continuous discussion and 

monitoring of technology in relation 

to what materials should be con-

trolled.

6. Communication and teaching 

activities
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Detailed information on the work-

shop has been published on bi-

osikring.dk/eng/, from which the 

folder Biothreat Prevention in Prac-

tice, Workshop Summary, summa-

rising the workshop can be down-

loaded.

Courses for biosecurity 
officers and first re-
sponders

In 2012, the CBB held several man-

datory courses on biosecurity for 

companies working with controlled 

material. The course objectives 

were to provide an introduction to 

the background on legislation on 

biosecurity and all aspects of the 

daily administration of the bio-

security regulations. The course 

also included a review of previ-

ous biological attacks, examples 

of different agents with potential 

for misuse and an introduction to 

Danish biopreparedness. During the 

course, participants were presented 

with dilemmas as a basis for various 

ethical considerations, and were 

also taught how companies should 

act in the event of a release of ha-

zardous biological substances.

The CBB also offers various theo-

retical and practical emergency re-

sponse courses for the personnel of 

other authorities.

The centre also contributes to other 

training organised by other authori-

ties, such as the Danish Emergency 

Management Agency and the Police.

Website and written 
dissemination

The public dissemination of relevant 

knowledge in the fields of biosecu-

rity and biopreparedness to a wider 

audience is also achieved through 

articles in magazines and on the in-

ternet.

In connection with the European 

workshop held by the CBB in the 

spring, and increased international 

focus, the CBB’s website has been 

expanded to include a larger Eng-

lish-language section giving an in-

depth insight into activities and re-

sponsibilities.

The English-language website is in 

response to the needs of the CBB’s 

foreign contacts and partners, both 

inside and outside the EU.

In 2012, the CBB website, biosik-

ring.dk, continuously published and 

updated guidelines and information 

for companies and institutions. In 

addition, the newsletter; Newsletter 

for biosecurity officers, was issued 

4 times in 2012. The newsletter pro-

vides information on courses, devel-

opments in biosecurity and it offers 

advice and guidance to the biosecu-

rity officers of companies.
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The CBB is part of a national col-

laboration to restrict access to ma-

terial and components which can 

be misused for biological weapons. 

Within the wider preparedness field, 

there is cooperation with a range of 

stakeholders, including the Police, 

the Danish Emergency Management 

Agency and the public health pre-

paredness system.

A significant part of the CBB’s job is 

to guide and advise other agencies 

on the basis of the centre’s special 

competence on biological weapons. 

This is achieved through theoretical 

training activities, through national 

and international exercises and 

through participation in meetings 

and working groups with other 

authorities. In 2012, meetings were 

held with the Danish Working 

Environment Authority, the Danish 

Emergency Management Agency, 

the CBRN unit, the Danish Busi-

ness Authority, The Danish Explosive 

Ordnance Disposal, the Danish De-

fence Intelligence Service, Defence 

Command, the Danish Home Guard, 

the Forensic Centre, the Police, the 

Danish Security and Intelligence 

Service, the National Danish Police 

and the Ministry of Foreign Affairs 

of Denmark.

The agreement, in which the Mini-

stry of Foreign Affairs of Denmark 

and the Danish embassies around 

the world have the opportunity to 

contact the CBB directly on a 24/7 

hotline for expert assistance in rela-

tion to a possible biological event, 

continued in 2012 when the centre 

provided assistance in a variety of 

situations.

 

7. National cooperation
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International cooperation is im-

portant for both biosecurity and 

incident response. Preventive coop-

eration across borders is essential 

to ensure that dual-use substances 

and material do not fall into the 

wrong hands. In the context of pre-

paredness, it is essential that other 

countries also have biological pre-

paredness organisations which are 

capable of managing and minimis-

ing possible biological threats that 

may be of a cross-border nature.

The Australia Group

In 2012, the CBB managed to have a 

Danish proposal agreed on control-

ling spray drying equipment in the 

Australia Group. The Australia Group 

is a forum for cooperation between 

41 countries that contribute to 

coordinating export controls on pro-

ducts that can be used for civilian 

purposes and for the production of 

weapons of mass destruction, i.e. 

dual-use products.

Based on tests and trials by the 

CBB, which showed that spray dry-

ers have a significant potential for 

misuse, the CBB contacted the Mini-

stry of Foreign Affairs of Denmark 

and the Danish Business Authority 

regarding the possibility of putting 

spray dryers under control. The in-

dustry was also involved in this pro-

cess. The Danish initiative means 

that, in the future, spray dryers will 

be on biosecurity and export control 

lists, and the proposal is a concrete 

example of a Danish contribution to 

preventing the spread of technolo-

gy that can be used in weapons of 

mass destruction.

International promo-
tion of biosecurity

In 2012, a lot of international atten-

tion was paid to the Danish biose-

curity system. In particular, the USA 

had noticed that the Danish sys-

tem is simple and transparent, e.g. 

only one authority is responsible for 

the administration of the system, as 

there are often several different au-

thorities administering biosecurity 

in other countries. This means that 

the Danish system is well suited to 

transfer in a modified form to other 

countries that are not so far in im-

plementing biosecurity. This is par-

ticularly the case in a number of 

developing countries where there 

is a high natural occurrence of dan-

gerous biological agents, but of-

ten limited regulation and securi-

ty. In 2012, the CBB worked close-

ly with the Ministry of Foreign Af-

fairs and American partners on the 

preparation of a project that intends 

to propagate the Danish system and 

experience to other countries. If re-

alised, the project has the poten-

tial to promote international health 

and security, as it aims to increase 

the microbiological expertise of de-

veloping countries, which will afford 

clear health benefits, but in a way 

that simultaneously increases bios-

ecurity, thus helping the country to 

comply with international efforts to 

counter the proliferation of WMD.

8. International cooperation
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UN

Through the Ministry of Foreign 

Affairs, Denmark has made the 

CBB’s incident response teams avail-

able to the UN Secretary General’s 

mechanism for investigating the 

possible use of biological weapons. 

This will increase the UN’s ability to 

investigate suspected violations of 

the Biological Weapons Convention 

(BTWC) and in this way Denmark 

contributes substantially to the 

ef forts against the proliferation of 

WMD.

In 2012, the CBB was in close con-

tact and held meetings with the UN 

in order to strengthen the Secre-

tary-General’s mechanism for de-

veloping a new operational concept 

and offering to train relevant per-

sonnel in other countries. This work 

will be continued in 2013 when ex-

ercise activities are scheduled.

At the end of 2012, the CBB and 

the Danish Foreign Ministry at-

tended the annual States Parties 

meeting of 166 countries in Geneva 

under the auspices of the BTWC. 

At the meeting, the CBB presented 

the Danish biosecurity model and 

subsequently received a number of 

requests from countries that were 

interested in hearing about Den-

mark’s experience of implementing 

biosecurity.

The CBB also attended the BTWC 

expert meeting in August 2012 and 

prepared the Danish contribution 

to the BTWC, Confidence Building 

Measures (CBM), reported through 

the Ministry of Foreign Affairs of 

Denmark. Through CBM, states de-

clare to the United Nations which 

of the country’s production facili-

ties are relevant in a biological dual-

use context. The aim is to increase 

transparency and trust, as the re-

porting allows countries to demon-

strate that its facilities are for pure-

ly peaceful and legitimate purpos-

es. As the biosecurity agency, the 

CBB possesses an overview of the 

Danish production and research fa-

cilities, which allows precise Danish 

CBM reporting.

EU and bilateral coop-
eration

Until end 2012 CBB was the Danish 

representative in the EU’s Health 

Security Committee, which aims to 

ensure effective European action 

against health hazards. The CBB is 

also the Danish point of contact for 

the European Commission through 

the early warning system, RAS 

BICHAT, which issues alerts in cases 

where there are known or suspect-

ed biological security threats within 

the EU. In 2012, the CBB partici-

pated in a series of meetings under 

the auspices of the Health Secu-

rity Committee. Together with the 

Mini stry of Health and the National 

Board of Health, the CBB participa-

ted, during the Danish EU Presi-

dency, in the drafting of a proposal 

for a new structure for dealing with 

serious cross-border threats to pub-

lic health within the EU - popularly 

referred to as the health security 

initiative. The goal of the initiative 

is to strengthen the EU Member 

States’ capacities and structures to 

effectively respond to serious cross-

border health threats — including 

accidental releases of, or attacks 

with, bio-hazardous material. 

Finally, there have been meetings 

under the auspices of the CBRN-

work under the European Commis-

sion’s DG HOME, and a number of 

bilateral meetings with international 

partners.

Photo: The European Biosecurity Workshop: Biothreat Prevention in Practice, June 2012
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The Centre for Biosecurity and Bio-

preparedness´ staff consists of two 

units, a secretariat, and a Direc-

tor. There are also 6 Senior Medi-

cal Doctors from Statens Serum In-

stitut affiliated with the 24/7 pre-

paredness system, including both a 

field investigation team and a labo-

ratory team.

The employees’ tasks are, on a 

daily basis, to ensure an R & D-

based preparedness organisation, 

train other incident response per-

sonnel and maintain and develop an 

operational investigation capacity 

that can be used in the event of 

a suspected biological attack or 

accidental release of hazardous 

biological material.

In its role as the national biosecu-

rity authority, CBB-employees shall 

help companies and research insti-

tutions to comply with the regula-

tions for securing biological agents 

etc. and issue licences to work with 

these.

Employees possess a number 

of professional skills in various 

academic disciplines, e.g. biology, 

medicine and social sciences. There 

are also employees with operational 

expertise from the defence and 

emergency services.

9. The CBB's organisation

Analysis and 
biomedicine

Secretariat Biosecurity and 
preparedness

Laboratory team

      Director

Investigation team
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The employees’ broad professional 

composition indicates the complexi-

ty of the challenge posed by the 

biological threat, and the need for 

a diverse range of skills to counter 

this threat effectively.

The centre’s five-year strategy plan 

with focus areas and the action 

plan for 2012 have guided the or-

ganisation’s work during the year. 

Thus, there is a direct link from the 

strategic level to which tasks each 

employee is responsible for and 

what training needs are necessary 

for the centre to continuously pos-

sess the necessary and relevant 

professional skills to prevent, and 

respond to, biological threats and 

incidents.
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10.1 Courses

04.01 Teaching at incident com-

mander course in Tinglev

23.1 Corporate training, Lyngby

26.01 Intro course for teachers, KU- 

NAT, Copenhagen

31.01 Intro course for teachers, KU- 

LIFE, Copenhagen

02.02 Intro course for teachers, KU- 

NAT, Copenhagen

08.02 Teaching at incident com-

mander course in Tinglev

27.02 Attendance at Metropolitan 

University College, Disaster & Risk 

Manager Training, Copenhagen

07.03 Teaching at incident com-

mander course in Tinglev

14.03 Education of Life science stu-

dents in biosecurity and bio-ethics, 

KU-NAT, Copenhagen

20.03 Education of Life science stu-

dents in biosecurity and bio-ethics, 

KU-NAT, Copenhagen

21.03 Teaching at incident com-

mander course in Tinglev

3.21 Course for future biosecurity 

officers, CBB

19.04 Education of Life science stu-

dents in biosecurity and bio-ethics, 

KU-LIFE, Copenhagen

27.04 Education of Life science stu-

dents in biosecurity and bio-ethics, 

KU-LIFE, Copenhagen

09.05 Teaching at incident com-

mander course in Tinglev

23.05 Teaching at incident com-

mander course in Tinglev

24.05 Training in managing biologi-

cal events, Copenhagen Police, Co-

penhagen

13.06 Teaching at incident com-

mander course in Tinglev

20.06 Education at Metropolitan 

University College, Disaster & Risk 

Manager Training, Copenhagen

24.07 Intro course for teachers, KU- 

SUND, Copenhagen

08.08 Intro course for teachers, KU- 

LIFE, Copenhagen

22.08 Teaching at incident com-

mander course in Tinglev

24.08 Internal course in communi-

cation with SINE radios, CBB

03.09 Training of specialist doctors 

in incident response, CBB

11.09 Course for future biosecurity 

officers, CBB

12.09 Teaching at incident com-

mander course in Tinglev

13.09 Education of Life science stu-

dents in biosecurity and bio-ethics, 

KU-LIFE, Copenhagen

19.09 Teaching at incident com-

mander course in Tinglev

10. Appendix: Activities in 2012 
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26.09 Education at Metropolitan 

University College, Disaster & Risk 

Manager Training, Copenhagen

03.10 Teaching at incident com-

mander course in Tinglev

10.10 Education of Life science stu-

dents in biosecurity and bio-ethics, 

KU-LIFE, Copenhagen

23.10 Education of social science 

students in biosecurity and bio-eth-

ics, KU, Copenhagen

30.10 Teaching at incident com-

mander course in Tinglev

07.11 Teaching at incident com-

mander course in Tinglev

11.16 Training of heads of study 

in biosecurity and bioethics, DTU 

Lyngby

22.11 Education of Life science stu-

dents in biosecurity and bio-ethics, 

KU-LIFE, Copenhagen

28.11 Teaching at incident com-

mander course in Tinglev

07.12 Education of Life science stu-

dents in biosecurity and bio-ethics, 

KU-SUND, Copenhagen

12.12 Teaching at incident com-

mander course in Tinglev

14.12 Education of Life science stu-

dents in biosecurity and bio-ethics, 

KU-LIFE, Copenhagen

10.2 Inspection visits 
to companies

27.02

18.09

27.09

23.10

20.11

10.3 External meetings 
and lectures

05.01 Meeting at the Danish Explo-

sive Ordnance Disposal, Skive

11.01 Dual-use coordination meet-

ing, the Danish Business Authority, 

Copenhagen

13.01. Meeting with the Centre for 

Biological Security, Robert Koch In-

stitute, CBB

17.01 Meeting with Robert Koch In-

stitute, Berlin, Germany

18.01 Meeting with the National Po-

lice, Copenhagen

23.01 EU Council meeting on the 

Health Security Initiative, Brussels, 

Belgium

25-27.01 Meeting with United Na-

tions Office for Disarmament Af-

fairs, New York, USA

26.01 Incident Preparedness Con-

tact Committee meeting, the Dan-

ish Emergency Management Agen-

cy, Birkerød

01.02 Meeting with the Emergency 

Management Agency, Birkerød

07-09.02 Lecture at EU workshop 

on biological threat and risk assess-

ment, Luxembourg

06.02 Presentation on biosecuri-

ty and bio-preparedness at a pub-

lic meeting for the Danish Zoono-

sis Centre, the National Food Insti-

tute, Søborg

14-16.2 Participation in the Austral-

ia Group’s mid-term meeting, Otta-

wa, Canada

21-22.02 EU Council meeting on the 

Health Security Initiative, Brussels, 

Belgium

29.02 Meeting with the Ministry of 

Foreign Affairs of Denmark, Copen-

hagen

06.03 Global Partnership (GP) Bi-

ological Security Working Group 

(BSWG), Expert Meeting, Brussels, 

Belgium

21.03 Meeting with BiologiGaragen 

on ‘DIY biology’, Labitatet, Fred-

eriksberg

22.03 Meeting with the Danish 

Working Environment Authority, Co-

penhagen

12.04 Briefing for the Criminal Fo-

rensic Centre, Copenhagen

19.04 Presentation on bio-prepar-

edness at the Danish Home Guard, 

Copenhagen
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19.04 Meeting with the Danish 

Business Authority, Copenhagen

25.04 Meeting with the Danish Mu-

nitions Disposal Service, Skive

27.04 EU Council meeting on the 

Health Security Initiative, Brussels, 

Belgium

01-02.05 EU Council meeting on the 

Health Security Initiative, Brussels, 

Belgium

02.05 Meeting of CBRN Coordina-

ting Committee, the National Dan-

ish Police, Copenhagen

21-22.05 EU Council meeting on the 

Health Security Initiative, Brussels, 

Belgium

05-06.06 EU Council meeting on 

the Health Security Initiative, Brus-

sels, Belgium

06.06 Meeting with the Robert 

Koch Institute, CBB

06.06 Dual-use coordination meet-

ing at the Danish Business Authori-

ty, Copenhagen

11-15.06 Participation in the Australia 

Group’s Plenary Meeting, Paris, 

France

12.06 Meeting with the Robert Koch 

Institute, CBB

12.06 Meeting with the United Na-

tions Office for Disarmament Af-

fairs, CBB

14.06 Emergency Preparedness Con-

tact Committee meeting, the Dan-

ish Emergency Management Agen-

cy, Birkerød

14.06 Meeting of the Danish Parlia-

ment’s EU Committee, Copenhagen

16-20.6 Meeting of Experts, BTWC, 

Geneva, Switzerland

27.06 Visit from the Danish Emer-

gency Management Agency’s CBRN 

unit, CBB

27.06. Meeting with the Ministry of 

Foreign Affairs of Denmark, Copen-

hagen

27.06 Meeting of the Health Securi-

ty Committee, Luxembourg

23.08 Lecture on biosecurity for 

junior doctors, Copenhagen

27.08 Lecture on biosecurity in Den-

mark, Danish Institute for Interna-

tional Studies, Copenhagen

30.08 Meeting with the Ministry of 

Foreign Affairs of Denmark, Copen-

hagen

05.09 Meeting at the Pentagon, 

Washington DC, USA

05.09 Company visits at KU SUND, 

Copenhagen

07.09 Meeting of CBRN Sub Group 

BIO, the EU Commission, Brussels, 

Belgium

07.09 Briefing at the defence chief’s 

political security course, SIKU, Co-

penhagen

10.09 Meeting with United Nations 

Office for Disarmament Affairs, New 

York, USA

10.09 Meeting with expert emer-

gency services, the National Danish 

Police and the Danish Emergency 

Management Agency, Aalborg

19.09 Lecture on biosecurity, Den 

Hague, The Netherlands

25.09 Meeting with the Ministry of 

Foreign Affairs of Denmark, Copen-

hagen

11.10 Meeting with the National Po-

lice and Copenhagen’s Vestegns Po-

lice, Copenhagen

24.10 Participation in the G8 Global 

Partnership Biological Security Sub-

group, Lawrence Livermore National 

Laboratory, Livermore, USA

12.11 Meeting with United Nations 

Office for Disarmament Affairs etc. 

Paris, France

19.11 Presentation for CBRN Coordi-

nation Committee, Copenhagen

 

22.11 Emergency Preparedness Con-

tact Committee meeting, the Dan-

ish Emergency Management Agen-

cy, Birkerød

22-23.11 Meeting of the Health Se-

curity Committee, Luxembourg
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29.11 Meeting with the Ministry of 

Foreign Affairs of Denmark, Copen-

hagen

10-14.12 Meeting of States’ Parties, 

BTWC, Geneva, Switzerland

11.12 Meeting with Defence Com-

mand Denmark, Copenhagen

12.12 Participation in the Global 

Partnership Biological Security Sub-

group, Geneva, Switzerland

20.12 Meeting with the Ministry of 

Foreign Affairs of Denmark, Copen-

hagen

10.4 Conferences

25-26.04 Participation in Counter 

Terror Expo, Olympia, London, UK

24-26.05 Participation in Interna-

tional Conference on Genomics in 

Europe, Copenhagen Biocenter, Co-

penhagen

11-12.6 European Biosecurity Work-

shop, SSI, Copenhagen

13-24.08 Participation in the Inter-

national Biological Sciences Security 

Management, Ottawa, Canada

04-07.09 Participation in the Inter-

national Conference on Health and 

Security, Washington DC, USA

10-12.10 Participation in Biosecurity 

and Biosafety: future trends and so-

lutions, Milan, Italy

10.5 Exercises etc.

Internal procedural exercises for lab-

oratory preparedness (10 exercis-

es), CBB

Internal procedural exercises for CBB 

investigation team (10 exercises of 1 

day duration), CBB

27.02-16.03 3-week exchange vis-

it to the Robert Koch Institute, Ber-

lin, Germany

17.04 Participation in exercise re-

garding terrorism with biological 

weapons at Skrydstrup Air Base in 

cooperation with the National Po-

lice and Southern Jylland’s Police, 

Skrydstrup

02-04.05 Participation in exercise 

with the Robert Koch Institute and 

the German emergency services, 

Berlin, Germany

14-15.5 Support for the Nation-

al Police in the holding of the Inter-

pol conference on unconventional 

weapons, Skalstrup

24.10 Participation in exercise on bi-

ological terrorism with the North 

Jutland Police, Rebild

06-11.11 Observer at the UN course 

and exercise regarding the UN Sec-

retary General’s mechanism for in-

vestigating the alleged use of bio-

logical weapons, France

5.12 Participation in exercise on bi-

ological terrorism at Copenhagen 

Vestegn’s Police, Glostrup

10.6 Courses and semi-
nars

06.09 PRIMO Denmark and FKB’s 

seminar Towards the robust munici-

pality, Høje Tåstrup

07.09 Guidelines for risk manage-

ment - international benchmarks for 

preparedness, PRIMO Denmark, FKB 

and IDA, Copenhagen

11.10 Packaging of dangerous 

goods, ADR, Hvidovre

30.10 -01.11 Packaging of dangerous 

goods, IATA, Hvidovre

04.12 Pathogenic analysis methods, 

VWR, Herlev

10.7 Non-classified 
publications

The European Biosecurity Work-

shop: Biothreat Prevention in Prac-

tice, Workshop Summary, the Cen-

tre for Biosecurity and Bioprepared-

ness, August 2012. http://www.bi-

osikring.dk/542/
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